Okta Integration Guide

Integration with Okta provides the following:

e Visibility about your Okta users, groups, and roles and the applications they can access as well as
the actual user usage.

e Improved identity posture for Okta users and the Okta infrastructure.

e Ability to detect and remediate identity-based attacks and suspicious behavior.

Integration requires the following steps:

1. In Okta, generate OAuth credentials for the Automize app.
2. Integrate Okta with Authomize.

Generate OAuth credentials
Authomize integrates through OAuth using credentials from the Authomize app on the Okta integration
network. To integrate, you need the following parameters from Okta:

e Domain: The unique account domain used to request logs from your Okta account. The URL
must be valid and start with https://<your_domain>.okta.com.

e Client ID: The client ID provided by Okta.

e Client secret: The client secret provided by Okta.

To generate OAuth credentials in Okta:

e In Okta, navigate to Applications > API Services Integration > Add Integration > Authomize
Identity Security.
When this process is complete, you will see the client ID and client secret.

Integrate Okta with Authomize
You will use Okta credentials to enable the integration.

Prerequisites

e You can access Authomize as a system administrator.
e You have the Okta domain, client ID, and client secret created in the previous procedure.

1. From the Authomize menu, select Integrations and click Add New App.



2. Click the Okta app.
The Okta dialog is displayed:

Update Okta ITDR integration @ Setup Guide

1. Install the Authomize Service App in Okta

Visit our setup guide for more information

2. Insert the client id and client secret provided at the end of install and your domain name
Wisit our setup guide for more information
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Token (legacy)

[
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3. Set an integration Name
If set, the integration will get a unique name

Integration name

Okta ITDR |

4. Pick Owner

The App Owner is considered the resource owner access review campaigns and security incidents

Select user ~

Cancel Update

3. Enter the Okta domain and credentials.
(The Token field is to provide support for legacy integrations.)
4. (Optional) You can enter a unique name for this integration.
By default, the integration will be named Okta.
5. (Optional) Select a current Authomize user as the app owner.
6. Click Create.
The Okta tile is displayed as a connected app. The synchronization process begins, and its status
will be shown when it is completed.
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OAuth Scopes Used in the Integration

Okta.users.read
Okta.idps.read
Okta.roles.read
Okta.groups.read
Okta.apps.read
okta.logs.read
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