Integrating Azure with Authomize

Azure can be integrated with Authomize so that Authomize will be able to analyze identity and access
information held on Azure.ﬂ Information such as users, groups, roles and [applications bre extracted once and

updated regularly thereafter.

Note: When Azure is integrated, Azure AD and Microsoft Office 365/SharePoint/OneDrive are also integrated.

Azure integration workflow

e Log into Authomize
.’6\)‘ and go to Settings/
- Data Sources.

In the Azure Integration dialog:

g, /\dd New App Step 1. Click Go to Microsoft and log in:—|

& pick Azure

Step 2. Paste the Tenant ID from Azure.

Step 3. Click the checkbox to enable
Azure Cloud Access

1 Step 4. Skip this step

B | sign into your Accept Permissions Step 5. Skip this step
g i Y Mi it co ?I.enam from URL Step 6. Enter an integration name
. account on Microso 24 Step 7. Enter a contact email

Click

Integrating Azure with Authomize

1. Loginto Authomize
2. Go to Settings/Data Sources and click LXERNEYETM.

] Recommended Apps
Settings

OQurg #rvg B

Data Sources

Once installed you
can Edit or Delete

the installations &
change the “owner”.

Add New App

3. Select Azure or Microsoft Active Directory or Office 365, SharePoint & OneDrive to open the

integration dialog.

Pick an App

osoft Active Directory Office 365, SharePoint & One

e Drive Google Cloud Platform Google Admin Directory Okta

GitHub
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4. Inthe Integrate Azure (or Integrate MS Active Directory or Integrate Office 365 ...) dialog:

Step 1. Click Go to Microsoft and log in.

Integrate Azure e .
Microsoft Azure

N R B® Microsoft
1. As a Microsoft Azure AD admin, install the Authomize app

Visit our « uide for more information Pick an account

@ Go to Microsoft

=+ Use another account

Have a look through the permission needed by Authomize. If you agree click m

B® Microsoft
amir.avitzur@authomize.com
Permissions requested
Review for your organization

Authomize
uthomize.corn

PP N S

review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Cancel

You will see this, if all goes well:

3 c

G Google By Google Tansivte [ Thesauns [ Kekome  aF 7D

Success

Thank you for onboarding Authomize.

We are working to fetch your data and will update you shortly.

Copy the tenant from the URL (see the Appendix for more details).

Alternatively, copy the Tenant ID from the Authomize|Overview page in Microsoft Azure

= Microsoft Azure B Search resources, services, and docs (G+/)
(i Authomize | Overview
+ Add i Manage tenants  [75] What's new 5 Preview features A7 Got feedback?
O Overview =
I IS P T
& Roles and administrators Hame Authomize . "
B Administrative units . N
Tanant ID ia) Groups 1t
& Delegated admin partners
Primary domain authomize com Applications. 4
B Enterprise applications
B Oevices License Azure AD Premium Pt Devices 3
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Step 2. Paste the Tenant ID from Azure.

2. Come back to Authomize and insert the organization tenant id
Please insert the organization tenant id

Tenant ID *

Step 3. Click the checkbox to give Authomize a principal Reader role on the root Azure management
group. (If not checked, very limited data will be collected).

3. For Azure cloud access - Give Authomize service principal Reader role access on the root azure management group
You might need elevated access to update the management groups

@ Go to Microsoft portal

Enable Azure

Step 4. Click Go to Microsoft Portal. To confirm that Authomize is set up in a Reader Role.

4. For Azure cloud access - Give Authomize service principal Reader role access on the root azure management group

Select the root account and ther

ss controls, Role assignments and Add

@ Go to Microsoft portal

For step-by-step instructions, see Appendix B: Setting up a reader role.

oo @ wivem @ wpscarider @ giarndver @ lamas

Add o Dowmieadroks ssgnearss

Coeck sccess  Role asigrements R

Contiion

Step 5. Skip this step. There is no need to check Allow Authomize to update access policies.

Step 6. Enter an integration name

6. Set an integration Name
If set, the integration will get a unique name

Integration name
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Step 7. Enter a contact email

7. Pick Owner

Contact email *

Q Select user.

ey Create |

5. Wait for the integration to finish.
[When Azure, or one of the other connectors, are integrated you will see three new entries in the
Connected Apps Iist.\

Status Synced (&
Lastsync -
Owner -

Type

Built!

/s Azure
Microsoft Office 365,
Active SharePoint &
Directory OneDrive

WVhat data is collected\

Azure Microsoft Active Directory Office 365
¢ Application e Application e Files
e Group e Drive e Folders
e Virtual Machine e Domain e Drives
e Group SharePoint
e Account e Group
e User e User
e Account e Link
e Integration OneDrive
e Package
e Resource
e Account
e User
e Group
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Appendix A: Getting the Tenant ID from Azure

1. Loginto portal.azure.com as an admin.:

o h A M e Microsoft Azure

B Microsoft B Microsaft
B2 Microsoft R —— e b g =
Pick an account Enter password Approve sign in request
10 cantinua to Microssft Azura
Password & Open your Microsoft Authenticator app
B - eoa—— : e and approve the requ sign in.

Forgat my password [[can't use my Wicrosaft Authenticator app right now

4 Use anather account

Mere informatian

2. Click Azure Active Directory.

€ C & portalazurecom/#home Cawex »O0@ :
G Google B Google Transiste |LJ Thesaurus [EJ xBHome A% ZDStats & KB Anicles Videos o Productdocumenta.. @ Demo @ authenv  »

= oo

Welcome to Azure!

Dorit have a subsciption? Check out the following options

@ = 5] 4 -
ppSevees  Swage  SLdstabases  Asure Cosmes s
sccourte o8

3. On the Authomize|Overview page, copy the Tennant ID.

e e

Home >

@ Authomize | Overview
Azure Active Directory
—+ Add v~ {8 Manage tenants [T What's new B2 Preview features &7 Got feedback?
O Overview =
®

BN Preview features . . < o
= Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management e

K Diagnose and solve problems

Overview Monitoring Properties Tutaorials
Manage

& Users S Search your tenant

28 Groups

Basic information
BE External Identities

& Roles and administrators

Name Authomize Users 144
& Administrati t
inisative units [Tmm - ] o .
B Delegated admin partners
Primary domain authomize.com Applications 84
B Enterprise applications
License Azure AD Premium P1 Devices 130

B8 Devices
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Appendix B: Setting up a reader role

1. Loginto Azure.
2. Search for Management groups and click it when found.

O G https://portal.azure.com/#home

Azure services Al Services (56) Resources (3) Mark

+

Resource Groups (0}

Services
Create a Su
resource . Managed databases
+
Resources
c & Managed Desktop
Recent  Favorite
3. In Management groups click Tenant Root Group.

Home
[ Management groups = #
« b Creaste -+ Addsubscription () Refresh 1= Expand/Collapseall L ExporttoCSV < Feedback
U2 azn @ use groups o group Click on an exisiting group to driln, view details and gover resources. Right-c|
¥ Get started
& Settings [2 search by name or ID

Showing 2 subscriptions in 1 groups

T Name 2]

rosom Azure Sponsorship

Microsoft Azure Sponsorship

4. Inthe Tenant Root Group, click Access Control (IAM) in the menu, then click to open the
Role assignments.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Management groups > Tenant Root Group

%)\ Tenant Root Group | Access control (IAM)

Management group

O Search « + Add L Download role assignments == Edit columns (. , A7 Got feedback?

%) Overview
Check access

Roles  Deny Classic
Subscriptions

4

B Resources

Resource Groups
Type : All Role : All Scope : All scopes Group by : Role

Nam v Role
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5.

In the Tenant Root Group|Access control | Role assignments, click + to add a new role assignment.

L ey e e ]

Home > Management groups > Tenant Root Group

pR Tenant Root Group | Access control (IAM)

P Search « + Add L Download role asgnments == Edit columns () Refresh AP Gotfeedback?

) Overview

ts  Roles Denyassignments  Classic administrators
Subscriptions

[#) Resource Groups Add custom role

Type - All Role : Al Scope : All scopes Group by : Rele
B Resources
& Activity Log 7 items (4 Users, 3 Service Principals)
A2 Access control (IAM) [ Name Type Role

' Reader
Governance

Authomize
4 Getstarted 0O - App Reader ©
the

O Security 0= authomize ey
= Policy

== Authomize
0O = App

Reader ©

In the Add role assignment dialog | Role page, click Reader.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Management groups » Tenant Root Group | Access control (IAM) >

Add role assignment

A7 Got feedback?

Role  Members Review + assign

A role definition is a collection of permissions. You can use the buift-in roles or you can create your own
custom roles. Leam more o

£ read Type - All Category : All

Showing 135 of 378 roles

Name T Description T

I ader View all resources, but does not allow you to make any changes I

AcrQuarantineReader

acr quarantine data reader

AgFood Platform Service Reader

Provides read access to AgFood Platform Service

In the Add role assignment dialog | Members page, click the Next button.

icrosoft Azure

Home > Management groups > Tenant Root Group | Access contral (1AM) >

Add role assignment

A2 Got feedback?

Role Members®  Review + assign
Selected role Reader
Assign access to (® User, group, o senvice principal

(O Managed identity

Members + Select members

Name Object ID

No members selected

Description Optionat

[__Review + assign Previous
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8. Inthe Add role assignment dialog Click + Select members.
9. Select Authomize from the Select member list.

20 T RS W o )

Home > Management groups > Tenant Root Group | Access control (AM) >

Select members X
Add role assignment
Select ©
A7 Got feedback? [zund
= authomize
Role  Members®  Review + assign |
. Authomize
oot ao [ ]
Assignaccesste (&) User, group,orsenvice pincipal -
O Managed identity

Authomize - llamasTauprod

Authomize - lamastauprod B
Name Object ID Type
No members selected - Authomize alpacas!dev
Description Optional
Selected members
No members selected. Search for and add one of more members

you want to assign to the role for this resource.
Learn more about RBAC

10. In the Add role assignment dialog | Review + assign page, click the Review + assign button if you see
your new Member Role in the Members field.

Home > Management groups > Tenant Root Group | Access control (IAM) >

Add role assignment

&7 Got feedback?

Role  Members  Review + assign

Role Reader
Scope providers/Microsoft p -7265-4¢19-8969-6513b117dcbS
ambars Name Object ID Type
Authomize Sat! App
Description No description

[ (oo |
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