Integrating Box with Authomize

Box can be integrated with Authomize to help manage authorization within Box. After integration, Authomize
provides visibility into Box, enabling improved identity security and automated access reviews.

Box integration workflow

in Integrate Box dialog
(L Log into Authomize Step 1. Install Authomize app in Box
@ | Goto Settings/Data Sources | _,| Step 2. Import box reports

once installed you can
Edit or Delete

~ Click FREDETTT Step 3. Enter your Box UN & Oauth token | || | | the installation &
Click Box Step 4. Enter email of integration owner change the “owner”

sl Create ]

Go to the Box Admin Console
Click Reports & export:

Log into Box as an admin + Folders and Files
Grant access to Box « Collaborations

+ Shared Links

Preparing for the Installation

1. Go to Settings/Data Sources and check if Box was already installed. If not, click [l RNV}
Note: If Authomize found Box on your IDP (identity provider), it would be displayed as a recommended
app and you could click its plus sign to start the integration.

Back to Dashboard Recommended Apps Add New App
Sett| ng S Authomize has identified these apps in your organization
k4 INTEGRATIONS Box
Data Sources °
2. Click Box
Pick an App X
Q Search
i &
O =
GitHub Dropbox Box SCIM
FileProvider RestApilmport
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3.

In the Integrate Box dialog click Install the Box App .

Integrate Box

1. Install the Authomize app in box
Visit our setup guide for more information

(@ Go to store

2. Generate Box reports in the Box admin panel

Collaboration Report

Generate the Folder Tree, Shared Links, and Collabo

(@ Setup Guide

Shared Link Report

Folder Tree Report

3. Insert your Box username and Oauth token
Visit our setup guide for more information

Username *

OAuth/foken

4. Pick Owner
The App Owner is considered the resource

Contact email *

Q Select user...

view campaigns and security incidents

Cancel
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Installation

Step 1 Install the Authomize app in box

1. ClickGo to store and then loginto Box.

Note: You will need a Box business subscription or enterprise subscription to connect with Authomize.

AN
%

Log in to grant access to Box

Use Single Sign On (SS0)

Forgot password

By granting Authomizs access o Box, you are agrssing lo Box's Tarms of Servies and Privacy Policy.

Note: Although Authomize is given permission,
by Box, to access a wide range of data,
Authomize only collects the metadata listed in
thw What data is collected section.

PRl Grant access to Box §

AN
%

With access to your s &0 s fas o= Box
account, Authomize can:

+ Read all files and folders stored in Box

« Read and write all files and folders stored in
Box

= Manage groups
+ Admin can make calls on behalf of Users

« Manage app users

= Manage users

Grant access to Box

Granting access will redirect to
https://oauth.authomize.com/oauth/box/token-
generator

Deny access to Box

This may cause authomize.com to open in your browser. If so, ignore it.

3. Open the Box app, as an admin, and click the Admin Console.

<« C & accountbox.com/login e 2 % ® 0O o F

G Google By Google Translate | Thesaurus @ Login - Authomize

th © English (UK) - Box blog

Sign in to your account

Email address

E l

Reset password

Sign in with Google

(4]

3 = o X
All Files | Powered by Box X 4+

2 % =00 :

G Google By Google Translate [ Thesaurus @ Login - Authomize »

& > C @ appboxcom/folder/0

Q Search Files anc =o é a ‘.- @

All Files - +
Name 1+ =
-;;_ Invoices from Box @
T Meeting Notes Renamed @

2z My Box Notes

Admin Consale
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Step 2 Generate Box reports in Box admin panel

To significantly simplify integration and shorten integration time, you need to generate Reports, in
Box, and upload them into the Authomize integration page. Box reports can be generated, only by Box
admins, from the admin panel.

1. Inthe admin panel, Click Reports inthe menu.

2. Click Create Report from the dialog.

3. Click the Export button to generate reports for Folders and Files, Collaborations and Shared
Links.

a
Report Status Create Report
Report Status
@ User Activity View and export a complete audit log of important user actions. Create
@ User Statistics Export a summary of users' total logins, uploads, downloads, previews, edits, and deletes Export
@ Security Logs View and export a log of all admin security settings changes. Create
‘ @ Falders and Files Export a current snapshot of information about all folders and files. Export |
‘ Collaborations Export 4 current snapshot of user permissions on all collabarated files Export ‘
‘ @ Shared Links Export a current snapshot of information about all shared links. Export ‘
@ Outbound Collaboration  Export details about managed users collaborating on files outside of your enterprise Export
@ Platform Activity Export usage and activity for custom applications and integrations built with the Box Platform. Export
oY Historical Platform . . - B . - .
80 . Export historical usage and activity for custom applications and integrations built with the Box Platform Export
Activity
View Exported Reports Folder
KKKKKK _

4. There are several filter options when creating a Collaborations report. You can set or ignore
those filters according to the information that you require.

Collaborations Report

-~ P Ny PR —— e mmes o = — NOVNP e

Owner (optional)

Enter owner name, email, or group

Collaborator (optional)

Enter collaborator name, email, or group

Collaborator Type (optional)
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5. The report will be generated in your home directory in a Box folder called Box Reports.

0]
N - p—— o & B 2 @
Al Files All Files > Box Reports | @] @ New + m
Recents
Updated « Size = Sharing
Synced
Collaborations run on 2021-10-05 01-26-41 @  Todayhy : 17 Collaborators
Notes Inwit

Relay a shared_links_run_on_10-5-21__2-13-20-AM.xlsx

Trash
& folder_tree_run_on_10-5-21__2-12-55-AM.xlsx File Request
1) Create Link
My Collections

8 Favorites

It might take some time for the report generation to complete. For collaboration reports you
can check the report generation completion status by hovering on the tiny i icon.

All Files > Box Reports ®
Status: Completed
Report Type: Collaborations
Name Run On: 2021-10-05 Size m oy
01:26:41
Collaborations run on 2021-10-05 01-26-41 ® Today by Peleg Dvir 1 File weo| [ (P Share

folder_tree_run_on_10-5-21__2-13-55-AM.xlsx Today by Peleg Dvir 53 KB
shared_links_run_on_10-5-21__2-13-20-AM.xlsx Today by Peleg Dvir 3.7KB
folder_tree_run_on_10-5-21__2-12-55-AM.xlsx Today by Peleg Dwir 51KB

You can also check the status of all of your reports under the Report Status tab under
Reports section.

box s Q

il [Insights Report Status Create Report
e Users & Groups
Report Status
’—H Reports When an Admin runs a report, you will see it appear here. You can refer to this page anytime to track the progress of a report, or review all

completed and failed reperts from the last 7 days. To start a new report, select the 'Create Report' tab above. To see completed reports

& Governance older than a week, navigate to your saved reports folder.

Relay

Filter
Platform
Reports Admin Updated Status
Apps
User Activity Peleg Dvir QOct 5, 2021, 2:55 AM PDT @ Completed
Account & Billing
Collaborations Peleg Dvir Oct 5, 2021, 1:48 AM PDT @ Completed

Enterprise Settings

6. When the reports are ready, copy them into a local directory and check that they are stored as
csv or xlsx files.
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7. Load each of the files into Authomize by clicking Browse File in the Integrate Box dialog.

Integrate Box ® Setup Guide

2. Generate Box reports in the Box admin panel
Generate the Folder Tree, Shared Links, and Collaboration reports

Collaboration Report

Shar| @ Open
™~ » Amir Avitzur > OneDrive - Authomize > 3-Connections-Integration » Box > numbers_files ~ C L Search numbers_files
Organize ~ New folder = 1 9
Name Status Date modified Type Size
L 7 Quick access |
. [ collaborations_run_on_2021-10-05-01-26-41 P.. &) 30/06/2022 15:51  NUMBERS File 121 KB
Fold{ il Desktop
1 7 folder_tree_run_on_5-23-21_1-15-07-AM.num.. & 30/06/2022 15:51  NUMBERS Fil
| Downloads
shared links_run_on 5-23-21_1-14-58-AM.nu.. @ 30/06/2022 15:51  NUMBERS File
| Documents
File name: |collaborations_run_on 2021-10-05-01-26-41 Page_1.numbers Al Files v
- — -

Step 3 Insert your Box username and Qauth token

Step 3. Enter an Authomize-Box connector name.
Ignore the Oauth field. It was deprecated and will soon be eliminated from the dialog.

Step 4 Pick Owner
Add the integration owners email address.
“Step 5” Create the Integration

To complete the process click .

Integrate Box © Setup Guide Recommended Apps
A Authomize has identified these apps in your organization
~ O GitHub 33 Dropbox PP Fingidentity
°
L ]
PY L ]
eo®

My Connected Apps

We are testing the connection, it might take a minute You have 21 connected apps

) Authomize for Authomize

Enabled o]
07/04/2022, 3:59 PM
gal@authomize.com

Enabled

bipal@authomize com
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What data is collected

* file metadata — Authomize does not read or collect information in files

* filelD

e file Name
* file type

e file owner
e filetree

* filesize

¢ file created at
¢ file modified at
e file shared

* folder trees — Authomize collects the folder structure

» folder ID

* folder Name

* folder type

» folder owner

* folder tree

* folder size

* folder created at
* folder modified at
» folder shared

* user accounts — by email address

* groups — can contain internal employees and external users

* box teams - treated as groups by Authomize
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