Integrating MuleSoft with Authomize

Integration with MuleSoft provides visibility about the identities and assets on your organization’s MuleSoft
account. After integration, Authomize provides visibility into MuleSoft, enabling improved identity security and

automated access reviews.

MuleSoft integration workflow

On the Organization page Go to Connected Apps. In the Connected Apps page, click
Log into MuleSoft click Authomize to open Click Create App. the app you just created and copy:
@ asan Adminandgoto =¥ the Organization Info —t Name the App. =+ * Organization ID
Access Management Dialog. Set the Scope. * Client ID
Copy the Organization ID Save Changes. * Client Secret
I
v

In the Integrate MuleSoft dialog:
1. Copy from MuleSoft and paste in:
* Organization ID

Log into Authomize _ .
o 4y Add New App * Client ID
&Y |andgoto Settings/ CHex —
\a - Cli
2 | Data Sources. & pick MuleSoft Client Secret

2. Supply an Integration Name

Once installed you
can Edit or Delete
the installation &

"

change the “owner”.

3. Add the email of the integration owner

Set up Authomize in MuleSoft

1. Loginto MuleSoft.

2. Go to Access Management or enter https://anypoint.mulesoft.com/accounts/.

Anypoint Platform

o DataGraph

. Unify many APIs into a single graph of data, and
DESIg n Ce n ter consume exactly the data you need in a single

Get started creating Mule applications and APIs. TEENESE
Create visual flows, and build, test, and reuse API )
oo Unify & consume
specifications and fragments.

Start designing

Tutorials

Getting started MuleSoft - Hello Mule ~
First tim ? Build an API in under 10 minutes
Hub.
Access Management

Management Center

Manage users, business groups, and audit logs.

APl Manager

Manage clients, policies, SLAs, traffic, and alerts.

3. On the Organization page click Authomize to open the Organization Info Dialog.

= Access Management

ACCESS MANAGEMENT

Users Name

Organization

Roles

Environments

Owner
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4.

In the Organization Info Dialog, copy the Organization ID.

Organization info

Organization name *

Authomize

Organization domain *

authomize

Owner *
Q §

Organization Id

Client Id

Show

JACCESS MANAGEMENT

Connected Apps

Organization
Users
Roles Owned Apps Authorizations Scopes Documentation

Environments

Client Providers

Name ®
Audit Logs Users
Connected Apps
] n/a

External Access

Trusted Domains

Multi-Factor Auth . X . . L
Create app This tab contains apps that were created in this organization. Learn more about connected apps.
Identity Providers

(o] (] (=]

In the Create App dialog, give your app a name, select App acts on its own behalf.

Then click L2t Feieer =,

Create App

Name

| Authomize-Integration|

Type
— App acts on behalf of a user
' Authorized by a user to act on their behalf.

App acts on its own behalf (client credentials)
© Acts on its own behalf without impersonating a user.
The app can only be used in this organization.

Scopes

This connected app doesn't have any scopes yet.
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7. Inthe Select Scopes dialog, select View Organization and View Users in a particular organization.
Then click Next.

Select scopes

Audit Log Viewer ® -
Audit Log Config Manager ®
View Organization @

e, B PESRN  ZALWND), s b, g g g P L e e ]
Access Controls Admin ®
View l.JSEIjS in a particular
organization ®

Edit users in an organization @

DO E U SIS JUR R B

Cancel

8. Inthe Select Context dialog select Authomize and click Review.

Select context

Select business groups and environments for the

Filter scope
scopes you chose. ; Q ‘

Business Groups

Authomize o
I Review = l

9. Confirm that you picked the right scope. If yes, click FaYe[e [{oe]oJIH.

Review

The scopes you selected will be applied as shown. Note that some scopes must
be applied at the business group level. Learn more

Scopes Business Groups
General
View Organization @ Authomize

View Users in a particular
organization ®

Authomize
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10. Save your app.

11.

Create App

Name

Authomize-Integration

Type
— App acts on behalf of a user
~~ Authorized by a user to act on their behalf.

App acts on its own behalf (client credentials)

© Acts on its own behalf without impersonating a user.

The app can only be used in this organization.

Scopes Business Groups
General

View Organization ® Authomize
View Users in a particular Authomize

organization @

Cancel

‘i Manage |

‘: Manage |

Add Scopes

Copy the Client ID and Client Secret to the Integrate Authomize dialog in Authomize.

Connected Apps

Owned Apps Authorizations Scopes Documentation

Create app This tab contains apps that were created in this organization. Learn more about connected apps.

Name Users @
Authomize-Integration n/a
o | n/a

[[ Copy Id “l[ Copy Secret “
Copy Id Copy Secret B
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Integration MuleSoft with Authomize

1. Loginto Authomize.
2. Go to the Settings/Data Sources page.

3. Click Add New App and pick MuleSoft.

Recommended Apps

Authomize has identified these apps in your organization

I&Y Aws sso AWS 23 Dropbox M Ping Identity

4. Inthe Integrate MuleSoft dialog:

Step 1. Copy/Paste Organization ID, Client ID and Client Secret from MuleSoft.

Step 2. Enter an Integration Name.

Step 3. Enter the integration owner’s email.

Integrate Mulesoft

1. Set an organization token
Visit our setup guide for more information

Organization Id *

@ Setup Guide

Client Id *

Client Secret *

sssssccsesess

2. Set an integration Name
If set, the integration will get a unique name

Integration name

3. Pick Owner
The App Owner is considered the resource owner access review campaigns and security incidents

Contact email *

Q, Select user...

[

Cancel

) |

dl

5. Click of=F1{=].
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You will see a MuleSoft entry in the Connected Apps list after it is created:

@ Mulesoft

Status Synced (4
Lastsync -
Qwner

Type Built by Authomize

What data is collected

Application
Users

Groups
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