Integrating PingOne with Authomize

Integration with PingOne provides visibility about your PingOne users, groups, roles and the applications they
can access. After integration, Authomize provides visibility into PingOne and the applications (in PingOne or

other IDPs) that PingOne supports as an Identity Provider, enabling improved identity security and automated
access reviews.

Note: PingOne is Pingldentity’s Identity-as-a-Service single sign-on product. “PingOne” and “Pingldentity” are

used interchangeably since PingOne is, basically, Pingldentity’s only product.

PingOne integration workflow

PingOne’
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Log into Pingldentity
as an Admin and go to
Connections >
Applications

On the Applications

| page click@® to

add a new Worker
application

On the Create App
Profile page enter:

» Description
*lcon

* Application Name

In the new application page >
Configuration section, copy:

» Token Endpoint

* Client ID

*» Client Secret

Log into Authomize

and go to Settings/ |

Data Sources.

Wil d Add New App
& pick Pingldentity

Setting Up PingOne

1.

Log into Pingldentity as an admin.
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Identity.
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Forgot Password
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In the Integrate Pingldentity dialog:

1. Skip step 1

2. Copy from Pingldentity and paste in:

+ Client ID
+ Client Secret

« Ping Token Endpoint
3. Supply an Integration Name
4. Add the email of the integration owner

Once installed you
can Edit or Delete
the installation &
change the “owner”.




2.

3.

4.

Go to Connections > Applications, click 0, and enter:
e Application Name
o Description
e lcon
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Choose Application Type
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o
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Application Catalog

Use a templated integration.

Visit the Application Catalog.

Pick Worker application type and then click Save.

In the configuration section on the new application page, copy:
e C(ClientID

e Token Endpoint

e Client Secret

ﬁk‘ Authomize Integration Data

% Client ID: i S —————

- PoX

Overview Configuration Resources Policies Attribute Mappings Access Roles

Configuration details for an OIDC application. °
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Integration with Authomize

1. Loginto Authomize
2. Go to the Settings/Data Sources page.

3. Click Add New App and pick Pingldentity.

Recommended Apps

Authomize has identified these apps in your organization

I&Y Aws sso AWS 23 Dropbox M Ping Identity

4. Inthe Integrate Pingldentity dialog:
Step 1. Skipstep 1
Step 2. Copy from PingOne and paste in:
e C(ClientID
e C(lient Secret
e Ping Token Endpoint
Step 3. Supply an Integration Name
Step 4. Add the email of the integration owner

Integrate Ping Identity

1. create a new Connection and assign it an administrative role in your Ping One Organization.

Visit our setup guide for more information

2. Provide authomize with the Token Endpoint, Client ID and Client Secret
Please insert the token you created in the last step

Client Id *

Client Secret *

Ping Token Endpoint *

https:/fauth.pingone.com/c98c0528-843¢-4588-becf-82387534ed0c/as/token

3. Set an integration Name
If set, the integration will get a unique name

Integration name

4. Pick Owner
The App Owner is considered the resource owner access review campaigns and security incidents

Contact email *

Q

@© Setup Guide

Cancel
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5. Click IS

When the connector is successfully added you will see a Pingldentity entry in the connectors list.

Ping Ping Identity

Status Synced &4
Lastsync -

Owner n

Type Built by Authomize

What data is collected

Azure Active Directory

e Users
e Groups and Roles
e Applications

e Service Accounts
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