Integrating GitHub with Authomize

Integration with GitHub provides visibility about your organization’s identities and assets. After integration,
Authomize provides visibility into GitHub, enabling improved identity security and automated access reviews.

Note: To integrate GitHub into Authomize, Authomize must first be installed on your organization’s GitHub
repository. Authomize can be downloaded and installed from the GitHub marketplace.

GitHub integration workflow

To integrate GitHub with Authomize, you'll need to install the GitHub app and then create a GitHub access token
and then copy it into Authomize, as described below.

In the Github Integration dialog: In the GitHub Integration dialog:
1. Go to Github * |3. Enter authomize in the Org. field
{,‘A\‘ Log into Authomize - 2. Go to Githup——, Ll copy/paste Access Token from GitHub
K90 |andgo to Settings/ Cilcfk w S | E il in owner field
Data Sources. p gle. reate | 5. nter your email in owner fiel
1
l’ ]
Log into Github with your PW
& UN. Veri ith MFA code.
erify wi code In github.com/settings/tokens/new
On GitHub's Authomize page Click Configure associated set NOf? tO_ Authomize Read.-on.ly
lick Install Confi page | with Autharize entry - set expiration date to no expiration
click Install (or Configure) Then click [T set scopes for admin.org /read.org

& userfuser.email

then click

Integrating GitHub in Authomize

=

Log into Authomize.

2. Go to Settings > Data Sources and click ZAY[eRN[E\W:YeToR.

¢ Back to Dashboard Recommended Apps -I

Authomize has identified these apps in your organization

Settings

b+ INTEGRATIONS

Data Sources

3. Select GitHub from the list.
4. In the Integrate GitHub dialog, do the following:
Step 1. Click Go to GitHub and login.

Step 2. Click Go to GitHub to create an access token
(as described in the Generating a token in GitHub section below).

Step 3. Enter authomize in the Organization field.
Paste the (from GitHub)

Step 4. Enter an optional Integration name.
Step 5. Enter your email address.
Click [oI=E1{N.
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Update GitHub integration @ Setup Guide

1. Install the Authomize app in GitHub

Visit our setup guide for more information

® Go to GitHub

2. Create personal read token in GitHub

Visit our setup guide for more information

® Go to GitHub

3. Insert the token and organization name

Please insert the token you created in the last step and your organization name. *The organization name is case sensitive

Organization Name (Or many orangization names) *

authomize

Token *

4. Set an integration Name
If set, the integration will get a unique name

Integration name

5. Pick Owner
The App Owner is considered the resource owner access review campaigns and security incidents

Contact email *

Q e me e BN X

Cancel Update
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Generating a token in GitHub

1. Loginto GitHub as an admin.

0 »

Confirm access

]

Authentication code ®

Sign in to GitHub

Username or email address
[ P (e N ]

Password Forgot password?

XXXXXX

We just sent you a message via SMS with
your authentication code. Enter the code in

“ the form above to verify your identity.

2. Ifit hasn’t already been installed, install GitHub now by going to https://github.com/apps/authomize.

3. Cclick [I5a0.

GitHub App

®  Automize

Next: Confirm your installation location.

Developer
@ authomize

183 App settings
No description 5 Website

Authomize is provided by a third-party and is
govemed by separate terms of service, privacy policy,
and support documentation.

4. Install Authomize on your organization account (not your personal account) on either:
a. All repositories
b. Only select repositories

Repository access

Install Authomize

Install on your organization Authomize (] O All repositories
This applies to all current and future repositories owned by the resource owner.
Also includes public repositories (read-only).

© Allrapositories.

(A
@ This applies 1 all currert and hure repasionis.

@ Only select repositories
Select at least one repository.

Only select repositories

with these permissions: Also includes public repositories (read-only).

Install Authomize
Where do you want to install Authomize? + Read access io administration, members, meladata, organization B Select repositories +
administration, organizatien plan, and pull requests

+ Read and wrile access Io arganization hooks [ . ]
earch for a repositos
5 sam > b pository

4 Cheers s Cancel 6 amiratauthomize/git-tutorial
&g Choers ‘ el D

Integrating Github with Authomize — 15.Dec.22


https://github.com/apps/authomize

5. Go to https.//qithub.com/settings/tokens/new and click Generate a personal access token.

Issues  Codespac

Pull requests

h or jump to

es Marketplace Explore

Settings / Developer settings

88 GitHub Apps
A 0Auth Apps

& Personal access tokens

tokens (classic)

Fine-grained tokens
icate to the API

Tokens (classic)

Personal access tokens (classic)

Need an API token for scripts o testing

Generate new token

cess tokenffor quick access to the GitHub AP

Generate a persona

rd for Git over HTTPS, or can be

function like ordinary OAuth access tokens. They can be used instead of a pa

it Authentication.

6. When the personal access token dialog
set Note to Authomize Read-only
set expiration date to no expiration

opens:

set scopes for admin.org /read.org and user/user.email

then clic

Settings / Developer settings
a0 o .
88 GitHub Apps New personal access token (classic)
A OAuth Apps
Personal access tokens (classic) function like ordinary OAuth access tokens. They can be used instead of a password for Git
£ Personal access tokens ~
over HTTPS, or can be used to authenticate to the APl over Basic Authentication.
Fine-grained tokens Beta )
Note
I Tokens (classic)
Authomize read-only
Whal is token for?
The taken will expire on Sun, Dec 11 2022
Select scopes
Scopes define the access for persanal tokens. Read more about OAuth scopes
[J repo Full contral of private repasitories
P ot e P i, [P bl . g, bk it g . o o J BB sy
e , OM sy g y
[J adminzorg Full control of orgs and teams, read and write org projects
0 writesor Read and write org and team membership, read and write org projects
] ) P P
reador Read org and team membership, read org projects
g 9 ; g proj
[ manage_runnersorg Manage org runners and runner groups
oy R P R Al = Ter e a R P St e Y ¥ SV
ofi v ACCES OTleasndns
O user Update ALL user data
O readwser Read ALL user profile data
user:email Access user email addresses (read-only)
O userfollow and unfol
e A =Y N - PP D o o Jonremii o P B e dP e BB i P o p e
__ang e neac > 5
Cancel
Settings { Developer settings
88 GitHub Apps Personal access tokens (classic) Generate new token~  Revoke all
A OAuth Apps
Tokens you have generated that can be used to access the GitHub AP|
ﬁ Personal access tokens ~
Fine-grained tokens Beta
Make sure to copy your personal access token now. You won't be able to see it again!
l Tokens (classic)
[\/ ghp, vort) ] Delete
Personal access tokens (classic) function like ¢ Auth access tokens. They can be used instead of a password for Git over HTTPS, or can be
used to a wer Basic Authentication

8. Go back to Step 4 in the Integrate GitHub dialog to complete the installation.
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https://github.com/settings/tokens/new

When GitHub has been integrated, you will see it in the list of connected apps:

O GitHub

Status Synced &
Lastsync -
Owner

Type Built by Authomize

What data is collected

Application
Users
Groups
Roles
Repositories

Organization
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